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Advanced malware
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Advanced persistent threats (APTs) — 59%
DNS-based data exfitration — 54% ATTACK ORIGINS © & ATTACK TARGETS ©
Country ' 7 s oy Country
Unauthorized network access — 51% N7 T { : -
X C ! Hong Kong
Ransomware — 46% =l X e |G
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ATTACK TYPES ©
Timestamp # @ Service
. _ H H Organization Location Service http
F u e nte * N O rse lee Atta C k I nte | I Ige n ce * 2014-06-25 CHINANET-HN Hengyang Changsha, China .77, Kirksville, United States ms-term-services 77 domain
. 2014-06-2 9 LLC Kvazar Telecom unknown, Russia E Saint Louis, United States ssh .
M a SS I Ve CYbe r Atta C kS O n Th e U . S . by J U n e 8 Primesoft NZ LTD unknown, New Zealand 202.36.227.103  Saint Louis, United States unknown D s
2014-06-25 Beijing Sanxin Shidai Co.Ltd  Beijing, China 118.192.48.27  Seattle, Unifed States unknown £ unknown :
2 Sth 2014 -06-25 08: Webhosting.Net Miami, United States 67.215.180.74  Miami, United States CrazyNet 60 m -

snmp
ms-sql-s
ssh

GVM Customer ki , i 93.120.27.62 San Leandro, United Stat: qotd
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(] test (] New folder

Exploits Research Anniversary Promotion
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WEBCAMS. ROUTERS.
POWER PLANTS. IPHONES. WIND TURBINES.
REFRIGERATORS. VOIP PHONES.
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Industrial Control Systems

Top Services :
Top Countries

United States
Canada
Italy
France
Germany
Spain
Australia
Sweden

9. United Kingdom
10. Japan

DOSSIOY GRS R N

Limerick
«Warminster
X P

96.245.202.33

City Coatesville
Country United States

Abington

Organization Verizon FiOS
22 Ports

" AWilliny




INERCO &

Security




INERCO @

Security

viernes 12 octubre 2018 LA R AZON 2(‘3.
21:57 -

Actualizado

El Estado Islamico intento
«hackear» una depuradoray
envenenar el agua de miles
de personas en Inglaterra

Altero, con un ciberataque, los parametros de depuracién de una instalacion en
una ciudad cuyo nombre no ha sido desvelado por razones de seguridad

Abdellatif Aoulad Chiba

Operacion Regal 2011

* Participaba en los foros yihadistas:
al-shumukh como @ Abu Hudaifa al Musuli con categoria
de Shamikh incitador y Alumno de la Facultad de
Aprendizaje de Shumukh al Islam.

* Ansar Al Mujahideen con la categoria de ansari.

e Administraba el foro yihadista Shabaka al Haqiqa al
Ikhbaria, utilizando el mismo Nick que el nombre del Foro.

» Utiliza el programa de encriptacion Asrar Al Mujahideen.

www.inerco.com
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Add Event

Import From MISP Export

List Attributes

Search Afiributes

View Proposals

Events with proposals

Export

Autornation

My Events

Source org

KASPERSKY

KASPERSKY

CCN-CERT

CIRCL_8826

CCN-CERT

SYMANTEC

Org Events
Member org

KASPERSKY

KASPERSKY

CCN-CERT

CCN-CERT

CCN-CERT

CCN-CERT

CCN-CERT

SYMANTEC

3 9 10 1" 12 1

w
L

id Tags

APT=APT3

34092 [EXETTRA
APT=crouching Yeti |
APT=TeamSpy Crew |

33184 EEiEM=L S
classification="malware™

tip:white
circtincident-
classification="malware”™

Ransomware=Locky

circlincident-

classification="maiware”

Ransomware=Locky

EELEGEN CCN-CERT
Ransomware=Zepto

ERLEIY Bank=Dridex | MATI

#ALtr.

40

71

35

131

95

16 17 18 19

Email

kaspersky@ccn-cert.cni.es

kaspersky@ccn-cert.cni.es

cen-cent@ccn-cert.cni.es

cen-ceri@ccen-cert.cni.es

cen-cert@cen-cert.cni.es

cen-cert@cen-cert.cni.es

ccn-cen@ccn—ce rt.cni.es

sym@cen-cert.cni.es

Fuente: Centro Criptoldgico Nacional

Date

2016-10-03

2016-10-03

2016-10-03

2016-06-29

2016-06-28

2016-06-27

2016-09-29

2016-09-30

Threat Level

Medium

Medium

Low

Low

Low

Low

Low

Low

Analysis

Completed

Completed

Completed

Initial

Initial

Initial

Completed

Completed

Info

APT3 - The 2016 Hong Kong

The 411 Project - activity coni

CCN-CERT_ID-23-16_Rans:

Malspam 2016-06-29 (camp:

Malspam 2016-06-28 (Locky

Malspam 2016-06-27

Ransomware Zepto

Dridex Targets Cryptocurrenc




INERCO R,

CBOT = CBSE

www.inerco.com



INERCO R,

1S

O-——0
y W W
o e A ]
o——=a0




Security




Arquitectura
genérica de red en
empresas con
sistemas de control
industrial
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Independent
Control Center
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Arquitectura
genérica de red en
empresas con
sistemas de control
industrial

Level 5

External Connections
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Proxy Server

Email Server(s)

Web Server(s)

Independent
Control Center
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If you think technology can solve
your security problems, then you
don't understand the problems and
you don't understand the
technology.

— Bruce Schnecer, —
Bruce §
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IN THIS CORNER W& HAVE

FIREWALLS, ENCRYPTION,
ANTIVIRUS SOFTWARE ,ETC.
AND IN THIS CORNER,
W HAVE DAV //

P
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T 45% - 6,8%
Q 08% - 13%

Fuente: Robins LN, Tipp J, Przybeck T. Antisocial personality, Psychiatric Disorders in America.
Robins LN, Regier DA, editors. New York: Free Press; 1991. pp. 258-290.
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Dimensions
85.6mm x 56mm x 21mm 4 X USB 2
Extended GPIO , /
" S 10/100
Broadco g= /‘ LAN Port
BCM2837 64bit
Quad Core CPU
1.2GHz,

1GB RAM’
e g = 3.5mm 4-pole
On Board ./' 4—-—-—-..._.00m os a Video
Bluetooth 4.1

) Oulput Jack
CSl Camera Port

Wi-Fi
MicroSD / 3
Card Slot
Full Size HDMI
Micro USB Power Input. Video Output

DSI Display Port Upgraded switched
ower source that can
andle up to 2.5 Amps
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SERVICIOS/PROCESOS

Soportados por:

Esquema de la metodologia

INERCO &2
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SITUACIONES DE
RIESGO

PROBABILIDAD DE
OCURRENCIA IMPACTO

AGRUPACION DE NIVEL DE RIESGO
RIESGOS INTRINSECO
PROPUESTA DE CONTROLES
CONTROLES EXISTENTES

NIVEL DE RIESGO MADUREZ DE
RESIDUAL CONTROLES

WWWw.inerco.com
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Etapas del Analisis de Riesgos

> PLANIFICACION >> IMPLANTACION >

Identificacion Analisis de Evaluacion

Contexto de Riesgos Riesgos de Riesgos Tratamiento de Riesgos

Identificacion Activos Probabilidad Propuesta de Controles
; ) Inherente e
Situaciones de Agrupacion de
Riesgo Riesgos
CllninE il Evaluacién Controles Existentes
Amenazas Impacto
Asignacion Gestion de
Dimensiones Nivel Riesgo Riesgos

Identificacion Tiempos Nivel de Riesgo Residual

Inherente
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Senvicio Critico A Senvicio Critico B Senvicio Critico C ‘Senvicio Critico M

www.inerco.com
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¢QUE HACEMOS DE ESTO EN  [NERCO (2 >

Security

AYUDAMOS A LA CONVERGENCIA DE LAS MEDIDAS DE SEGURIDAD

 Asesoramos a Departamentos de Security para implantar SIM (PSIM+SIEM)

 Hacemos estudios de vulnerabilidades y necesidades de proteccion de Seguridad
Ciberfisica en Centros de Control Industrial

 Hacemos estudios de vulnerabilidades y necesidades de protecciéon de Seguridad
Ciberfisica en Centros de Control de Seguridad

 Hacemos test de intrusion Ciberfisicos

* Implantamos Sistemas de Gestion de Riesgos Ciberfisicos (GR2Sec)

www.inerco.com
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Manuel Carpio
Cybersecurity Senior Advisor
mcarpio@inerco.com

linkedin.com/in/manuelcarpio

@M Carpio
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